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Q1. A mid-sized digital marketing company, AdVantage Media, plans to migrate its operations to the cloud to improve scalability, reduce infrastructure costs, and speed up development cycles.

The company currently manages:

- A set of on-premises servers hosting its website and client databases.

- A software development team that builds custom analytics tools for clients.

- A customer relationship management (CRM) system used by sales and marketing teams.

After consulting a cloud service provider, AdVantage Media is offered three distinct solutions:

1. Solution A: The provider offers virtual machines, storage, and networking resources that the company can configure and manage according to its needs.

2. Solution B: The provider offers a platform with pre-built frameworks and development tools that allow AdVantage’s developers to code, test, and deploy applications without worrying about managing underlying hardware or operating systems.

3. Solution C: The provider offers a ready-to-use CRM software accessible through the web, requiring no installation or maintenance by AdVantage’s IT team.

Questions:

1. Identify which type of cloud service (IaaS, PaaS, or SaaS) corresponds to Solution A, B, and C. Justify your choices by explaining the level of control, management, and responsibility the company has under each solution.

2. Discuss one advantage and one limitation of each service model in the context of AdVantage Media’s needs. (10 Marks)
Ans 1.
Introduction
Cloud computing has become an essential component of modern information systems, especially for digital service companies that require flexibility, scalability, and cost efficiency. AdVantage Media’s plan to migrate from on-premises infrastructure to cloud-based solutions reflects a strategic effort to improve operational performance and support faster development cycles. Different cloud service models—Infrastructure as a Service (IaaS), Platform as a Service (PaaS), and Software as a Service (SaaS)—offer varying levels of control, responsibility, and convenience. Selecting the right combination of these services allows organizations to 
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Q2. A precision manufacturing company plans to replace its client-server inventory and finance systems (including a COBOL module tied to a centralized database) with an integrated ERP and supply chain management (SCM) suite. The COO favors buying a market-leading ERP to standardize processes; the Head of R&D warns that over- standardization could erode a hard-won competitive advantage in custom machining workflows. The CIO proposes a three-tier architecture with middleware to integrate remaining legacy modules and a phased, parallel-run transition. The CFO worries about high costs, vendor dependency, and prolonged implementation risks under a waterfall-style plan. Evaluate the competing approaches and recommend a vendor selection and implementation strategy for the ERP/SCM program. How should the firm balance standardization versus preserving unique process advantages, address middleware and three-tier needs, and structure testing, parallel runs, and change management? (10 Marks)
Ans 2.
Introduction
Replacing legacy client-server systems with an integrated ERP and supply chain management suite is a strategic decision that affects technology, operations, and organizational culture. For a precision manufacturing company, this transition is particularly sensitive because standardized systems must coexist with specialized workflows that create competitive advantage. Different leaders within the organization understandably view the change from different perspectives. While the COO emphasizes process consistency through a market-leading ERP system, the Head of R&D is concerned about preserving unique machining capabilities. The CIO’s 
Q3(A). TechNova Solutions, a software firm, recently faced multiple cybersecurity incidents — a phishing attack targeting employee emails, malware infecting shared drives, and unauthorized access to customer data. These incidents disrupted operations and damaged client trust. The management now plans to adopt stronger information security measures to prevent future attacks.  Identify and explain the key security threats faced by TechNova Solutions. Suggest appropriate measures the organization can implement to mitigate these threats. (5 Marks)

Ans 3a.
Introduction 
Cybersecurity threats have become a major concern for technology-driven organizations. TechNova Solutions’ recent incidents involving phishing attacks, malware infections, and unauthorized data access show weaknesses in its information security practices. Such breaches not only disrupt daily operations but also reduce customer trust and damage organizational reputation. To prevent future incidents, the company must identify the nature of these threats and implement stronger preventive and monitoring systems. A structured security strategy can protect sensitive information and maintain business continuity.

Q3(B). NetLink Enterprises, a multinational company, struggles with managing its traditional network infrastructure spread across multiple branches. Network configurations are manually done, causing delays, high maintenance costs, and limited scalability. To overcome these challenges, the IT head proposes adopting Software Defined Networking (SDN) to achieve centralized control and automation of network resources. Explain the key challenges NetLink Enterprises faces with traditional networking. Describe how Software Defined Networking (SDN) can address these issues. (5 Marks)
Ans 3b.
Introduction 
Managing traditional network infrastructure across multiple locations can become complex and costly for large organizations like NetLink Enterprises. Manual configuration of network devices often leads to delays, maintenance challenges, and limited scalability. As business operations expand, the need for flexible and centralized network management becomes more important. Software Defined Networking (SDN) offers a modern solution that separates network control from hardware devices, allowing automation and easier management. Adopting SDN 









