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Q1. Radical Manufacturing Ltd., a product-based company, has now its several branches across different cities in India. This Company has started with a small setup in New Delhi and  then  expanded  their  business  across  several  states  of  the  Country.  The  business process involves various complex business operations leading to development of product. The complex business operations include management of data related to various complex processes as well.  As a new venture, this organization is not fully aware of the different vulnerabilities and threats related to the data of the Organization. Considering the above scenarios, discuss the threats and vulnerabilities which Radical Manufacturing Ltd., may come across and the various security measures to overcome them.  (10 marks)

Ans 1.

Introduction

In the rapidly evolving digital landscape, Radical Manufacturing Ltd., a burgeoning product-based company that has expanded its footprint across India, is at a crucial juncture of operational transformation. With its growth from a small setup in New Delhi to multiple branches across the country, the organization's data management systems are now integral to its complex business operations. This expansion not only signifies progress but also exposes the company to a myriad of data vulnerabilities and threats. The essence of managing and safeguarding data becomes paramount as the company navigates through its expansion phase. The vulnerabilities can range from external 
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Q2. The Software Development Life Cycle(SDLC) model is the cost-effective and time- efficient process that development teams use to design and build high-quality software’s. The Agile model is being extensively used by various organisations/projects to develop the Software Product. Discuss the features of Agile Model and explain any 2 Agile models in detail. (10 marks)

Ans 2.

Introduction

The Software Development Life Cycle (SDLC) serves as the backbone for creating high-quality software in a systematic, efficient, and cost-effective manner. Among various SDLC methodologies, the Agile model stands out for its flexibility, iterative process, and emphasis on customer satisfaction. It has revolutionized software development practices by fostering adaptive planning, evolutionary development, early delivery, and continual improvement, all while encouraging rapid and flexible response to change. This model's core features include its focus on people, the product, and flexibility over strict adherence to a plan. Organizations worldwide have embraced 
Q.3) MITCONS Technology Solutions is new IT Company with the motive of providing solutions to different organisations by catering to their specific product requirements. With the expansion of business in different cities, MITCONS Technology Solutions are now finding it difficult to manage/ track the details at national level and to get an overview of product details across all stores of various cities. They contacted a solution providing firm to get solution of the same and were told to shift their business to Cloud wherein, all the operations of different stores can be monitored/detailed out very easily.

a) Discuss how shifting/migrating to Cloud technology will help MITCONS Technology Solutions to smoothen up the process of monitoring details from one location for other stores across various cities.      (5 marks)

Ans 3a.

Introduction

MITCONS Technology Solutions, an emergent IT company, is experiencing the growing pains of expansion, with the increasing complexity of managing and tracking operations across multiple cities. The recommendation to migrate to cloud technology presents a promising avenue for addressing these challenges. Cloud computing, with its expansive infrastructure, offers a centralized platform for storing, accessing, and managing data from any location, thereby facilitating seamless operations across geographical boundaries. This shift to the cloud promises to 

b) Discuss which types of cloud and cloud services will be suitable for MITCONS Technology Solutions.    (5 marks)

Ans 3b.

Introduction

For MITCONS Technology Solutions, selecting the appropriate type of cloud and cloud services is pivotal to harnessing the full potential of cloud computing in streamlining its operations. The choice depends on various factors, including the need for scalability, control, cost-effectiveness, and the nature of the data being managed. A judicious blend of cloud types and services can provide MITCONS with the flexibility, efficiency, and security required to effectively 







