IT Security and Risk Management
April 2023 Examination


Question 1: On Feb. 28, 2018, GitHub—a platform for software developers—was hit with an attack that clocked in at 1.35 terabits per second and lasted for roughly 20 minutes. According to GitHub, the traffic was traced back to “over a thousand different autonomous systems (ASNs) across tens of thousands of unique endpoints.”

What type of attack was this and how should be the countermeasures for such attacks?
Ans 1.
Introduction 
Because standard maintenance is done on a laptop network, GitHub became inaccessible concurrently for a condensed period. This maintenance caused GitHub to be unavailable at times. The DDoS mitigation carrier, Akamai Prolexic, received an inquiry from a potential patron within the first ten minutes of the clock being began. Prolexic has been acting as an intermediate. It now cleans all traffic coming into and going out of GitHub at its processing centers by casting off and stopping potentially malicious packets as they travel through the It is only half solved
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Question 2: The objectives of an IT security policy is the preservation of confidentiality, integrity, and availability (CIA) of systems and information used by an organization’s members. Explain the various aspects of designing a comprehensive security policy with respect to the CIA triad
Ans 2.
Introduction 
The following declaration has the shape that you are searching out. The CIA triad, which is an acronym that stands for "confidentiality," "integrity," and "availability," is a framework that an agency can also utilize to pressure the approach that it employs to protect the confidentiality of its information. The fact that this model is typically called the AIC triad does not exchange the fact that the primary Intelligence organization (CIA) is not affected in any way by it (availability, integrity, and confidentiality). Anticipate that the three-person 

Question 3. a: Explain the need for social engineering attack preparedness of any organization and the possible impact of being ill prepared for such an attack.
Ans 3a.
Introduction 
We use the word "social engineering" to refer to a broad array of immoral behaviors that may be completed through connections with other humans, and we use this phrase to outline how we use the term. Social engineering and deception are utilized to manipulate human beings into giving sensitive information or into now not taking essential steps to protect themselves 

Question 3.b : Explain the 4 phases involved in the security risk assessment of FCU in the above case
Ans 3b.
Introduction 
The organization's length, the pace at which its miles are growing, the resources it has, and the asset portfolio it maintains all affect the complexity of the chance assessment fashions. Even for corporations with limited assets, which includes time or money, it can be beneficial 
