IT Security and Risk Management
December 2022 Examination


1. In traditional computer systems, users prove their identities by typing in passwords. While easy to set up, this authentication method has a severe flaw. If hackers steal or crack the password, it is easy to take on the user’s identity. Intruders log in as the real user, and the system is wide open to an attack. Kerberos authentication protects user credentials from hackers. This protocol keeps passwords away from insecure networks at all times, even during user verification. Explain the process of Kerberos authentication mechanism in detail. (10 Marks) 
Ans 1.
Introduction
Kerberos is a PC network protection convention that verifies administration needs as a minimum confided across an untrusted network, much like the internet. It includes secret-key cryptography and a confided-in outsider for validating client-server applications and confirming customers' personalities. Microsoft executed its variant of Kerberos in windows 2000, and it was the go-to convention for websites and single deliver on executions up numerous tiers. The Kerberos Consortium keeps up with the Kerberos as an open-source mission. Kerberos had a snake tail and an exceedingly terrible attitude and changed into a treasured gatekeeper. However, one particular 
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2. As a term, people, process, and technology (PPT) refers to the methodology in which the balance of people, process, and technology drives action: People perform a specific type of work for an organization using processes (and often, technology) to streamline and improve these processes. What do you mean by security awareness for people, process, and technology? (10 Marks) 
Ans 2.
Introduction
In broad terms, safety mindfulness education ensures that people recognize and comply with precise practices to guarantee an affiliation's security. It assists with lessening the threat of digital attacks and other security breaks. Safety mindfulness practice has usually been around, especially considering the requirement for security in army applications. These days, security mindfulness getting ready underscores statistics protection, and mainly network safety. speedy advances in information innovation and same traits using cybercriminals imply that workers and 


3a. Why do you think the data of so many pregnant women was exposed online? (5 Marks) 
Ans 3a.
Introduction
An Indian health department unintentionally uncovered 12.5 million pregnant women's private, scientific records on a website it makes due, ZDNet reviews. Passed on for anyone to access without a secret key, it required over three weeks for the department of science, health, and circle of relatives government assistance to dispose of the delicate statistics from the still-public facts 

b. What are the steps that the government agencies should have undertaken to prevent such cases? (5 Marks) 
Ans 3b.
Introduction
Cybercrime is developing trouble across all organizations, even though it has been demonstrated to be tremendous in medical services. Medical care associations ceaselessly face advancing cyber threats that can jeopardize patient well-being. This is why you prompt the medical health 
