IT Security and Risk Management
1. On Feb. 28, 2018, GitHub—a platform for software developers—was hit with an attack that clocked in at 1.35 terabits per second and lasted for roughly 20 minutes. According to GitHub, the traffic was traced back to “over a thousand different autonomous systems (ASNs) across tens of thousands of unique endpoints.” What type of attack was this and how should be the countermeasures for such attacks? (10 Marks) 
Answer:
Introduction:
Distributed Denial of Service (DDoS) attacks have grown in popularity and effectiveness, undermining internet security. The attack incident mentioned in the question has been recorded as one of the most famous episodes in history. Even though GitHub was well prepared for a DDoS attack, their defences were overwhelmed—they had no way of knowing that an episode of this scale would be launched. The attack was a Memcached attack. The GitHub DDoS attack was outstanding for its scale and how the assault was arranged by abusing a standard order of Memcached, an information base storing framework for accelerating sites and organizations. The Its Half solved only
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2. In traditional computer systems, users prove their identities by typing in passwords. While easy to set up, this authentication method has a severe flaw. If hackers steal or crack the password, it is easy to take on the user’s identity. Intruders log in as the real user, and the system is wide open to an attack. 
Kerberos authentication protects user credentials from hackers. This protocol keeps passwords away from insecure networks at all times, even during user verification. 
Explain the process of Kerberos authentication mechanism in detail. (10 Marks) – 
Answer:
Introduction: 
Kerberos verification is presently the default approval innovation utilized by Microsoft Windows, and executions of Kerberos exist in Apple OS, FreeBSD, UNIX, and Linux. It was initially developed by the Massachusetts Institute of Technology (MIT) for Project Athena in the late '80s. The protocol derives its name from the legendary three-headed dog Kerberos (also known as Cerberus) from Greek myths, the canine guardian to the underworld entrance. Kerberos had a snake tail and a horrible temper and, despite one notable exception, was a very useful guardian. Kerberos is an immense enhancement for past approval advancements. The solid 
3. A hacker broke into the database of Tornato, country’s largest online restaurant guide, and accessed five vital details – names, emails, numeric user IDs, user names and password hashes – of around 15 million users. The hacker then offered up the details for sale on the dark net before entering into negotiations with the company. The incident set alarm bells ringing in the country’s cyber security network as internet users often use the same passwords for multiple accounts, including social network sites, mailbox services and banking applications. Soon after, Tornato posted a series of blogs with details about what had gone wrong. It also said the security breach in this case was the work of an “ethical hacker” who merely wished to draw the company’s attention to the vulnerabilities of its database and to convince it to launch a bug bounty programme. 
a. Explain the different types of hackers and why did Tornato claim this to be the work of an ethical hacker? (5 Marks) 
Answer:
Introduction:
Hacking frequently alludes to the unapproved interruption into an organization or PC, regularly completed by at least one "programmers." However, a programmer can be anybody. They can be an individual like you or me. They can work solo or be utilized by an association that has the intention to upset something or cause havoc unnecessarily so that the companies know the threats their system is open to. 
Concept and application: 
There are different types of hackers worldwide who go by a lot of various hacking modes. White, black, and grey refer to the 
